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Abstract—Providing a usable and secure mechanism for the
registration of guest-phones to enterprise VoIP networks is
a challenging problem. There are many security mechanisms
that have been proposed to prevent the various attacks that
occur during the registration of a SIP based VoIP phone to
VoIP network. However, none of these mechanisms work for
an enterprise environment where security and usability are the
key issues to be considered. In this paper, a novel architecture
called JPermit is proposed, which enables the secure entry
of guest-phones to VoIP enterprise networks with minimum
human intervention. The standard enterprise VoIP architecture
is extended by introducing a Trust Bootstrap Gateway, which
facilitates the trust bootstrapping between the guest-phone and
the VoIP network. The JPermit architecture addresses the various
security issues related to the registration of guest-phones to
enterprise VoIP network. The prototype implementation of the
proposed architecture is also presented.

Index Terms—SIP registration, trust bootstrapping, registrar
server.

I. INTRODUCTION

In today’s scenario the registration of guest-phones to
a secure enterprise VoIP network is of significance owing
to the need of providing security as well as usability. For
guest-phones to get authenticated and thus get registered
into the network, the authentication credentials should be
transferred to the guest-phone. In order to transfer the
credentials securely, a secure channel is required between the
enterprise VoIP network and the guest-phone. There are a
number of security threats like registration hijacking[1] that
need to be considered while devising a mechanism for the
registration of guest-phones to VoIP networks. Moreover, the
mechanism should facilitate the guest phone to locate the
valid registrar server of the network. Hence the registration of
guest-phones to the VoIP enterprise network poses a classic
trust bootstrap problem[2].

Minimizing human intervention would augment the
usability of the system as well as enhance the security of
the system. Therefore the registration process should be
automated, for minimizing human intervention.

This paper presents the JPermit architecture, as an
enhancement to the standard VoIP architecture[3], in order to
enable the secure registration of guest-phones to enterprise
VoIP network in a usable manner. A trusted gateway called

Trust Bootstrap Gateway (TBG) is introduced to the VoIP
architecture as shown in Fig 1, through which guest-phones
can get registered into the network and establish a trusted
relationship with the network, securely with minimum human
intervention. The concept of Trust Bootstrap Gateway is
inherited from SmartWhisper[4], which addresses a similar
problem in enterprise wireless LAN’s.

The TBG has a long lasting trusted relationship with
the VoIP network. It is kept at secure places which are
accessible to the guests hence preventing unprivileged people
from registering to the network. The guest- phone connects
itself to the TBG through the wireless link provided by it.
The trust bootstrapping of the guest-phone and the network
is performed using a protocol based on the concept of
audio based location limited channel. Upon successful trust
bootstrapping between the guest-phone and the TBG, the
details of the phone are passed on to the registrar server via
the TBG. The registrar server stores the guest-phone details
in the database and transfers the authentication credentials
back to the guest-phone via the TBG.

The proposed architecture has been implemented with
the help of SIP communicator[5], an open source instant
messenger for VoIP, Asterisk PBX[6], which is an open
source PBX and MySQL database.

II. RELATED WORKS

RFC 3261[1] describes the various security attacks
that can occur during the registration of SIP based VoIP
phones. These attacks include registration hijacking where
the attacker impersonates a valid user agent and performs
registration on the user agent’s behalf. In such a scenario, the
attacker can block, record or manipulate the calls within the
enterprise. Another attack is when an attacker impersonates
the registrar server. The SIP based VoIP phone sends the
registration request to the impersonated server. This allows
the impersonated server to completely administer the calls
placed by the VoIP phone, thereby raising a serious security
concern. A proposed security mechanism to counter these
attacks is to use strong authentication in the form of TLS[7].
In this paper, TLS is used to create a secure channel between
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the guest-phone and the TBG.

Various authentication mechanisms have been proposed in
various other works. In [8], digest authentication mechanism
is used to authenticate the VoIP phone to the registrar server
during registration. The authentication is based on the fact
that the VoIP phone and the registrar server has a key shared
between them. The configuration authentication scheme
described in [7] is used to solve the bootstrapping problem
between the VoIP phones and the configuration server before
the phone obtains the configuration information from the
configuration server. It requires that the phones need to be
preconfigured with the public key of the configuration server.
Next it establishes TLS connection with the configuration
server whose IP address is obtained through DHCP request,
and the authenticity of the configuration server is verified.
JPermit architecture does not impose the constraint that any
preconfigured information be embedded in the guest-phones.
The establishment of a trusted relationship between the guest-
phone and the network is done through a trust bootstrapping
protocol[4] which is based on audio based location limited
channel.

In Talking to strangers[9], the concept of location
limited channel is used to exchange a small amount of
cryptographic information to perform authentication to access
the network. It introduces the concept of demonstrative
identification, that is, the identity of the device is checked by
exchanging cryptographic information through the location
limited channel. Location limited channel reduces human
intervention. The location limited channel is implemented
using IrDA. Seeing is believing[10] proposes visual channel
for authentication. It uses camera on the devices to capture the
printed or displayed bar-codes of public-key hashes from other
devices, and to verify authenticity using the wireless link.
JPermit architecture uses the concept of audio based location
limited channel thus overcoming the disadvantages of visual
based location limited channel like precise positioning and
image clarity. Since all the VoIP phones have audio capability,
use of audio based location limited channel is not an overhead.

Signaling is the process of creating and managing VoIP
calls between end points. Many methods have been proposed
in the past for the authentication of end users during
signaling like the method proposed in Authentication of
Signaling in VoIP Applications [11]. Wang and Verma[12],
introduce a network-based authentication mechanism during
SIP signaling. Unlike their scheme, JPermit architecture
introduces the concept of authentication of a guest-phone
during its registration into the enterprise VoIP network. Since,
registration is the process by which new VoIP phones become
part of the enterprise VoIP network, the proposed scheme
enhances the security of the network by ensuring that only
privileged and trusted phones are entering and registering
with the network.

The need for usable authentication has been emphasized
in [13], where the author mentions that systems introducing
authentication techniques need to bring a balance between both
security and usability. The JPermit architecture implements
an authentication scheme which ensures both security and
usability. In the JPermit architecture, utmost usability to the
user is ensured by minimizing human intervention in the
authentication process. The only thing that the user needs to
perform is to hold the VoIP phone near the TBG.

III. SYSTEM ARCHITECTURE

The system architecture is shown in Fig 1.
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Figure 1. System Architecture

The registration of guest-phone to enterprise VoIP network
requires that

1) The guest-phone locates the valid registrar server
2) Only privileged guest-phones get registered to the net-

work
This problem of trust bootstrapping is solved in JPermit

architecture using the trust bootstrapping protocol[4] shown
in fig 2.

The two main steps involved in the registration process are
described below:

1) Trust bootstrapping between the guest-phone and the
TBG using the trust bootstrapping protocol

The TBG executes the server code which handles the
requests from the guest-phones and performs the trust
bootstrapping between the TBG and the guest-phone. The
TBG obtains a certificate issued and signed by an Enterprise
Certification Authority (CA) by sending a Certificate Signing
Request (CSR) to the Certification Authority. The signed
certificate establishes the identity of the TBG. The client side
of the JPermit architecture is implemented as a signed applet
because applets can be run on java enabled browsers on VoIP
phones. Moreover implementing the JPermit client as an
applet doesn’t require additional software to be installed in
the phone. The applet is signed using the TBG’s certificate.
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Figure 2. Trust bootstrapping Protocol

The guest-phone’s browser loads the signed applet from TBG
through a HTTP request.

In the applet, the trust bootstrapping process is initiated
by the creation of cryptographic keys and signed certificate
for the guest-phone. Next, a TLS (Transport Layer Security)
connection is established between the TBG and the guest-
phone through TLS handshake. The establishment of a TLS
connection creates a secure channel between the guest-phone
and the TBG. TLS handshake is a series of ten steps, wherein
the guest-phone and the TBG exchange their certificates. The
guest-phone is able to verify the TBG’s certificate and hence
the identity of the TBG using the TBG’s certificate signed by
the Enterprise CA contained in the applet jar file. Now, the
TBG has to verify whether the guest-phone which has loaded
the applet and established TLS connection is privileged to
access the network, by checking whether the device is near
the TBG. The verification is done based on the assumption
that the TBG is accessible only to the privileged guests
whereas unprivileged users can’t access the TBG.

Audio based location limited channel is used to verify the
identity of the guest-phone. The JPermit client first generates
a set of audio sample values based on the cryptographic
hash of the JPermit client’s signed digital certificate, by
executing SMARTWHISPER-GENERATE algorithm[4].

The cryptographic hash is calculated using RSA algorithm.
Hamming bits are added to the hash for performing single
bit error correction, followed by Manchester encoding of
the hash bits. Then a carrier wave of 16kHz frequency is
modulated according to the hash bits using Amplitude Shift
Keying and is played through the guest-phone’s speaker.

The TBG records the played audio sample and then
executes SMARTWHISPER-VERIFY[4] algorithm. The
recorded sample which is in time domain is converted to
frequency domain using Fast Fourier Transform. Unwanted
noise signals are removed using a Butterworth filter. Then it
is demodulated and decoded to recover the hash. The decoded
hash is compared with the hash of the guest-phone’s certificate
received through the TLS connection and is verified. If the
two hashes match, verification succeeds, thereby confirming
the authenticity of the guest-phone.

2) Registration of the guest-phone to the VoIP network
by the Registrar server via TBG

The creation of secure channel between the guest-phone and
the TBG results in the establishment of a temporary secure
channel between the guest-phone and the registrar server of
the VoIP network. After authenticating the guest-phone, the
credentials of the guest-phone is obtained by the TBG through
the established secure channel and are sent to the registrar
server. The registrar server creates an account for the phone
in the VoIP network and sends back the account credentials
to the guest-phone via the TBG. Henceforth, the guest-phones
can access the services offered by the enterprise VoIP network.

Hence, JPermit prevents the registration attacks like regis-
tration hijacking and server impersonation through the trust
bootstrapping protocol based on audio based location limited
channel, thereby enabling secure registration of guest-phones
to VoIP enterprise network. JPermit allows the entire process
of guest-phone registration in an automated manner, thereby
reducing human intervention and maximising usability.

IV. IMPLEMENTATION

A working prototype of the JPermit architecture was
implemented in Java language[14]. Java was opted because
it contained packages like Java Sound API and JSSE for
implementing the different components of the proposed
architecture. Moreover it has been planned to test the
prototype using JVM enabled VoIP phones[15] in future
work. For the current prototype, a laptop installed with SIP
communicator[5] would act as the guest-phone. A laptop
installed with Windows Vista and Apache server[16] served
as the TBG. A small enterprise network was set up with
Asterisk PBX[6], acting as the registrar server and MySQL,
serving as the database for storing the SIP account details.
Asterisk is a widely used open source PBX, suitable for small
enterprise VoIP network and MySQL is a widely used Open
Source database.
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Fig 3 shows the screenshots of the client side and server
side implementation.

(a) TBG Server waiting for TLS handshake

(b) Applet in guest-phone during the trust bootstrapping protocol

(c) TBG Server during the trust bootstrapping protocol

Figure 3. Screenshot depicting prototype implementation of JPermit

In the current prototype, the cryptographic key pair required
for the generation of the TBG’s certificate and the signed
certificate were generated using a Java based tool called
keytool[17].

The java.security package and sun.security package were
used for the creation of cryptographic keys and signed
certificate for the JPermit client. TLS connection was
implemented using JSSE (Java Secure Socket Extension)
package which contains the implementation of the java
version of the TLS protocol.

Java threads were used to synchronize the working of
various processes like the TLS handshake and audio sample
capturing.

On successful authentication of the guest-phone by the

(d) TBG Server after successful registration

(e) Applet in guest-phone after successful registration

Figure 3. Screenshot depicting prototype implementation of JPermit

TBG, the guest-phone details were send by the TBG to the
Asterisk PBX through the already existing connection with
it. The Asterisk PBX then created a SIP account consisting
of a unique extension number and a random password and
these details were stored in the MySQL database. Next, the
configuration information consisting of the extension number,
password and IP address of the Asterisk server was sent to
the TBG, and then to the SIP communicator which acted
as the guest-phone. The information was used to configure
the SIP communicator. This was done by modifying the
sip-communicator.xml file of the SIP communicator using
Java API for XML processing. The password in the sip
communicator.xml file was stored in base 64 encoding.
Through this SIP account created for the SIP communicator,
calls could be placed with other VoIP phones registered with
the Asterisk.

V. PERFORMANCE ANALYSIS

For the performance analysis of the registration process, the
rate of successful registrations were tested in different envi-
ronments at varied noise levels. Noise was introduced in the
form of sound of fan, music, generator, AC, chats etc. Based
on the above tests, it was inferred that the success rate mainly
depends on the frequency as well as the amplitude of the noise.
Further study revealed that the frequency dependency is more
than the amplitude dependency. The success rate was 100%
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up to a noise of 55dB. Then it decreased to 50% when the
noise level was in the range of 55 to 62 dB. Then gradually
the rate increased but after 70dB the success rate decreased.
The success rate was zero after the noise crossed 82 dB. An
analysis of these results is showed in Fig 4.

Figure 4. Performance Analysis based on amplitude of noise

The time from the loading of the applet till the successful
authentication of the guest-phone was recorded. It was noted
that it took on an average 34 seconds to successfully authen-
ticate the phone.

The maximum level of noise for which the device was
authenticated was recorded using a Sound Level Meter. It was
found that it successfully authenticated the guest-phone while
the surrounding noise levels were in the range of 60-70 db.

The rate of success based on multiple consecutive execu-
tions of the authentication was studied and it was found that on
an average, 8 out of 10 times, the verification was successful.

VI. CONCLUSION

Through the JPermit architecture the problem of providing
a usable and secure mechanism for the registration of guest-
phones to enterprise VoIP networks was solved. Authentication
of guest-phones by using TLS handshake and audio based
location limited channel added an extra layer of security to
the VoIP network. The problem of trust bootstrapping between
the guest-phone and registrar server was solved through the
TBG. The JPermit architecture provides maximum usability
to the user. Also, JPermit can be easily implemented in any
enterprise VoIP network. JPermit can be extended to include
access control, which will set privileges for the guest-phones
to access the enterprise resources.
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